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Who this paper is for

This paper is written for IT project managers, programme directors, and senior
business stakeholders who need to understand Al agents - what they are, what
risks they introduce, and what good governance looks like in practice. No
technical background is required. GovLoX is introduced as one practical solution,
but the governance principles described here apply regardless of the tools your
organisation uses.

1. The Al Agent: A New Kind of Actor on
Your Network

Most people's experience of Al is a tool you interact with - you type a question, it
gives an answer. You remain in control of what happens next. That model is
changing.

An Al agent is different. It is an autonomous software process that takes actions
on your behalf, without requiring a human to approve each step. It can read files,
query databases, send emails, call external APIs, write code, and trigger
downstream processes - all on its own, based on instructions given to it at the
outset.

The distinction matters enormously from a governance perspective. A chatbot is
a tool. An Al agent is an actor.

1.1 What makes an agent different from other software



Traditional software - even complex enterprise systems - does exactly what it is
programmed to do. Its behaviour is deterministic and predictable. An agent, by
contrast, makes decisions. It interprets its environment, selects actions, and
pursues goals. Its behaviour at any given moment may not be precisely
predictable, even to the people who deployed it.

This is not a theoretical concern. Agents are already being deployed across
industries to automate contract review, customer communications, financial
analysis, compliance monitoring, and dozens of other functions. In many cases,
they are operating on sensitive data, making consequential decisions, and acting
at a speed and scale no human team could match.

A practical example

A financial services firm deploys an Al agent to process customer loan
applications. The agent reads the application, queries credit reference
databases, assesses risk against internal policy, and either approves, declines, or
escalates - without human review on each case. It processes 400 applications
per day. Who is accountable for its decisions? What data did it access? Can you
prove it followed policy? Can you stop it instantly if it starts behaving incorrectly?

1.2 The four things an agent can do that a chatbot
cannot

Capability What this means in practice

Act autonomously Takes sequences of actions without human approval at
each step

Access live data Queries systems, databases, and APIs in real time

Trigger downstream Sends emails, creates records, calls other services

processes

Operate at scale Runs continuously, processes thousands of cases

simultaneously

2. Why Al Agents Create a Governance
Problem

The combination of autonomy and consequence is what creates the governance
challenge. When an agent acts incorrectly - because it was misconfigured,
manipulated, or simply encountered a situation its designers did not anticipate -
the impact can be significant before anyone notices.

Three properties of Al agents make them particularly difficult to govern using
conventional approaches.



2.1 No verifiable identity

Traditional software components are deployed with known identities - service
accounts, API keys, certificates. An Al agent, by contrast, typically has no
cryptographically verifiable identity. You may know that you deployed an agent,
but you often cannot prove, at the moment of action, that the entity taking that
action is the agent you authorised, running the model version you approved, with
the policy constraints you set.

This matters because agents can be cloned, substituted, or manipulated. Without
verifiable identity, you cannot establish an unambiguous chain of accountability.

2.2 No inherent boundary awareness

A human employee, however imperfect, has an innate sense of boundaries. They
know - broadly - what they are and are not supposed to do, what data they
should and should not access, when to escalate. An Al agent has no such
intuition. It does what its instructions permit, nothing more and nothing less. If its
permissions are too broad, it will use them. If its instructions are ambiguous, it
will resolve the ambiguity in whatever way its training suggests.

Governance, for an Al agent, must be explicit and technically enforced - not
assumed.

2.3 Speed and scale overwhelm manual oversight

An agent operating on production systems can take thousands of actions per
hour. Human review of agent behaviour after the fact is logistically impossible at
that scale. Governance must therefore be enforced in real time, at the point of
action, not retrospectively through audit sampling.

The regulatory dimension

The EU Al Act (Regulation 2024/1689), now in force, requires organisations
deploying Al systems to maintain records of their systems, demonstrate human
oversight for high-risk applications, and be able to produce evidence of
compliance on demand. ISO 42001 - the international standard for Al
management systems - sets equivalent requirements. Neither framework was
designed for a world of static software. Both apply directly and immediately to Al
agents operating in your organisation.

3. Shadow Al: The Agent Problem You May
Not Know You Have

Before considering how to govern the agents you have deployed deliberately, it
is worth addressing the agents - and Al tools more broadly - that are already
operating in your organisation without formal approval.



Shadow Al is the use of Al tools and services by employees outside of formally
sanctioned channels. Research consistently shows that the majority of
knowledge workers use Al tools not approved by their IT or security teams. Many
of these tools are processing sensitive organisational data - customer records,
financial information, confidential communications - in ways that are invisible to
the organisation.

3.1 Why shadow Al is a governance and compliance
problem

From a project management perspective, shadow Al presents three distinct risks.

» Data sovereignty risk - data sent to external Al services may be processed
in jurisdictions that conflict with your data protection obligations. GDPR and
equivalent regulations apply regardless of which tool an employee chose to
use.

* Compliance evidence risk - if you cannot demonstrate what Al systems were
in use and how they were governed, you cannot satisfy regulatory
requirements. A spreadsheet of approved tools tells you nothing about what
is actually running.

* Operational risk - agents deployed without governance oversight may
produce outputs that drive business decisions, automate customer
interactions, or modify records, with no audit trail and no ability to
demonstrate that policy was followed.

3.2 Discovery is the prerequisite for governance

You cannot govern what you cannot see. The first step in any Al governance
programme is discovery - establishing a complete, real-time inventory of the Al
systems and tools in use across your organisation. This includes cloud services
accessed via browser or API, Al capabilities embedded in Saa$S platforms, and
models running on your own infrastructure.

Manual discovery - surveys, questionnaires, procurement reviews - produces an
inventory that is out of date almost immediately. Effective discovery requires
automated, continuous detection.

4. What Good Al Agent Governance Looks
Like

Governance of Al agents is not fundamentally different from governance of other
high-consequence processes. It requires knowing what is operating, establishing
what it is permitted to do, enforcing those permissions in real time, and
producing verifiable evidence of compliance.

Four capabilities are necessary for effective Al agent governance.



4.1 ldentity - knowing what you are governing

Every Al agent operating in your organisation should have a verifiable identity - a
cryptographic credential that establishes what the agent is, who deployed it,
what model it is running, and what policy applies to it. This is analogous to a
digital certificate for a web server, but purpose-built for Al governance.

Without verifiable identity, you cannot establish accountability. With it, every
action an agent takes can be attributed to a specific, auditable entity.

4.2 Policy - defining what the agent is permitted to do

An agent's permissions should be explicitly defined and technically enforced, not
assumed from its deployment context. This includes the data classifications it
may access, the geographic boundaries within which it may operate, the
oversight level required for its actions, and the conditions under which it may act
autonomously versus requiring human approval.

Policy should be embedded in the agent's governance credential at the point of
certification, and enforced at runtime by infrastructure that sits between the
agent and the systems it acts upon.

4.3 Enforcement - acting on policy in real time

Governance that only monitors and reports is insufficient. By the time a report
flags a policy violation, the action has already been taken. Effective governance
enforces policy at the point of action - blocking unauthorised operations before
they occur, not documenting them afterwards.

This requires enforcement infrastructure - typically a gateway or SDK layer - that
intercepts agent actions, checks them against the agent's certified policy, and
allows or blocks them accordingly.

4.4 Evidence - proving that governance worked

Regulators and auditors do not accept assertions. They require evidence. Every
governed agent action should generate a verifiable audit record - one that
establishes what the agent did, what policy was in force at the time, whether the
action was permitted, and what the outcome was.

These records must be tamper-evident, retained for the appropriate period, and
exportable in formats that support regulatory submissions and auditor review.

The project manager's governance checklist

For any Al agent deployment, the following questions should be answerable
before go-live: (1) Can we prove the identity of this agent at any point in time?
(2) Is its policy explicitly defined and technically enforced - not just documented?
(3) Can we produce a complete audit trail of its actions on demand? (4) Can we
revoke its authorisation instantly if something goes wrong? (5) Does our




governance evidence satisfy the requirements of the EU Al Act and ISO 420017

5. The Governance Gap Most Organisations
Have Right Now

Most organisations deploying Al agents in 2026 have a version of the following
governance posture: a register of approved Al systems (often in a spreadsheet),
a policy document describing acceptable use, and a periodic review process.
Some have invested in monitoring tools that generate dashboards and reports.

This is not Al agent governance. It is documentation of intent. The distinction
matters because:

* A spreadsheet does not detect shadow Al in real time.
* A policy document does not enforce itself at the point of action.

* A dashboard produced after the fact does not constitute verifiable evidence
of control.

* A periodic review cannot respond to an agent behaving incorrectly at
machine speed.

The gap between documentation-based governance and technically-enforced
governance is where regulatory risk lives. It is also where operational incidents
originate.

6. GovLoX: Governance That Works in
Practice

GovLoX is an Al governance platform built to close the gap between governance
intent and governance reality. It provides the discovery, certification,
enforcement, and audit capabilities that effective Al agent governance requires -
from a single platform, built for the European regulatory environment.

6.1 Discover: see everything that is running

GovLoX monitors network traffic and internal infrastructure to identify every Al
tool and agent in use across your organisation - sanctioned or shadow, cloud-
hosted or on-premises. Discovery is continuous and automated, producing a real-
time inventory that reflects what is actually happening, not what was approved
six months ago.

The platform maintains a registry of over 200 Al vendors and services, with
automatic classification of discovered tools against your approved list. Shadow Al
surfaces immediately, with alerts configurable by severity.



6.2 Certify: establish verifiable identity and policy

Every Al agent governed by GovLoX receives a digital certificate - an Al Identity
Certificate - that cryptographically binds the agent's identity, its permitted
operations, the data classifications it may access, its human oversight
requirements, and its regulatory risk tier.

These certificates are issued by your organisation's Certificate Authority within
GovLoX, signed with industry-standard cryptography, and published to a

verifiable discovery endpoint. Any system interacting with a certified agent can
verify its identity and policy independently - without trusting a central registry.

Certificates can be revoked instantly. Revocation propagates to all enforcement
points within seconds, including edge nodes operating without continuous
platform connectivity.

6.3 Enforce: policy at the point of action

The GovLoX Gateway SDK sits between your agents and the systems they act
upon. It checks every agent action against the agent's certified policy before
permitting it. Actions that violate policy are blocked - not logged for later review,
but prevented in the moment.

Enforcement operates at configurable levels - from monitoring only, through
warning and alerting, to hard blocking - allowing organisations to calibrate their
posture to their risk appetite and operational context.

6.4 Prove: evidence that satisfies regulators

Every governed action produces an Action Receipt - a tamper-evident,
cryptographically-bound audit record that establishes what the agent did, what
policy was in force, and what the outcome was. Receipts are append-only by
design: they cannot be modified or deleted after creation.

GovLoX maps its controls directly to EU Al Act requirements, ISO 42001, and
GDPR. Compliance evidence is generated automatically and exportable in
formats suited to regulatory submissions and auditor review.

6.5 Compliance coverage

EU Al Act (Reg. 2024/1689) Al system inventory, risk classification, human
oversight controls, Article 12 record-keeping, incident

reporting

ISO 42001:2023 38-control Statement of Applicability, risk assessment,
monitoring and measurement, continual improvement
evidence

GDPR DPIA for Al systems, Records of Processing Activities,

Transfer Impact Assessments, lawful basis tracking



NIS2 Directive Incident reporting, governance controls, third-party
risk

ISO/IEC 27001 Information security controls integration

7. Deployment: From Shadow Al to
Governed Al in Four Steps

GovLoX is designed to deliver governance value from day one, without requiring
a lengthy implementation programme. The typical deployment follows four
phases.

Step 1 - Connect

Point GovLoX at your existing network log source - your firewall, proxy, or DNS
server. No agents are installed on user devices. The connection is read-only with
respect to your network infrastructure.

Step 2 - Discover

Within hours of connection, GovLoX begins surfacing the Al tools in use across
your organisation. Shadow Al appears immediately. You have, for the first time, a
real-time picture of your actual Al footprint - not your approved list, but what is
genuinely running.

Step 3 - Govern

Certify the agents you approve. Define their policy. Set enforcement levels.
Assign Al Governance Officer accountability. Run gap analysis against EU Al Act,
ISO 42001, and GDPR simultaneously. The platform guides you through each
step.

Step 4 - Prove

Every governance action - every certification, every enforcement decision, every
policy change - generates a verifiable record. When your regulator or auditor
asks for evidence, GovLoX exports it in the format they expect.

Deployment timeline

A dedicated GovLoX instance can be configured and operational within a
standard project timeline. No complex infrastructure changes are required.
GovLoX integrates with Splunk, Datadog, Jira, OneTrust, BiglID, TrustArc, Slack,
and Microsoft Teams, and ingests data from standard network log formats.




| European data centres. Isolated per-organisation data architecture.

8. Questions Executives and Project
Managers Ask

How is this different from what our SIEM or DLP tool already
does?

SIEM and DLP tools are built for human actors and traditional software. They
detect anomalous behaviour against known patterns. Al agents present a
different challenge: their actions may be individually legitimate while the
aggregate behaviour - or the specific policy context - makes them impermissible.
GovLoX enforces governance at the agent identity and policy level, not at the
network traffic level. The two approaches are complementary, not substitutes.

We already have an Al policy. Is that not sufficient?

A policy document defines intent. Governance requires that intent to be
technically enforced at the point of action. An Al policy that is not enforced by
infrastructure is not, in the regulatory sense, a control. The EU Al Act and ISO
42001 both require demonstrated controls, not documented ones.

We are not sure we have Al agents yet. Should we still be
concerned?

Almost certainly yes. Al capabilities are embedded in a growing range of
enterprise tools - Copilot, Salesforce Einstein, ServiceNow, and many others
contain agentic components that take actions on your behalf. Additionally,
employees using tools like ChatGPT or Claude for task automation are effectively
deploying informal agents. The question is not whether you have Al agents; it is
whether you know what they are doing.

What does the EU Al Act actually require of us?

For organisations deploying Al systems - including Al agents - the EU Al Act
requires: a register of Al systems with risk classification; human oversight
mechanisms for high-risk applications; technical documentation; post-market
monitoring; and incident reporting. High-risk Al systems face additional
requirements including conformity assessments. GovLoX maps its controls
directly to these requirements and generates the evidence needed to satisfy
them.

How long does it take to see value?



Discovery begins producing results within hours of connection. The first
governance dashboard - showing your real Al footprint against your approved list
- is typically available within the first day. Full certification and enforcement
deployment follows a standard project timeline, typically weeks rather than
months.

9. Conclusion

Al agents represent a qualitative shift in what software can do and what
governance must address. They are not more powerful chatbots. They are
autonomous actors operating on your systems, with your data, at machine speed
- and in most organisations today, they are operating without verifiable identity,
without technically-enforced policy, and without the audit trail that regulators
and auditors now require.

The governance gap this creates is significant, but it is not insurmountable. The
same principles that govern other high-consequence processes - know what is
operating, define what it is permitted to do, enforce those permissions in real
time, and produce verifiable evidence - apply directly to Al agents. They simply
need to be implemented with the tools and infrastructure appropriate to the
challenge.

GovLoX provides that infrastructure. Built by practitioners, for the European
regulatory environment, from Geneva.

Next step

To see GovLoX handling shadow Al detection, agent certification, and policy
enforcement against a live platform instance - tailored to your organisation's
sector and use case - contact us to arrange a briefing. support@govlox.ai |
govlox.ai

About GovLoX

GovLoX is an Al governance platform built by Data Privacy Analytics, a Swiss sole
trader headquartered in Geneva, Switzerland. GovLoX was designed and built by
an accredited ISO 42001 Al Management Systems implementor with deep
experience in data protection, enterprise compliance, and Al governance across
global organisations.

GovLoX is European-headquartered, built for the European regulatory
environment, and designed from the ground up for the requirements of the EU Al
Act, ISO 42001, and GDPR - not retrofitted compliance, but governance-first from
day one.

govlox.ai | support@govlox.ai | Geneva, Switzerland
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